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Abstract — The dichotomy between the exposed and encapsula¢d approaches to computer systems
architecturesiswellknownincontextssuchasthep rocessordesign (RISCvs.CISC)andlayered network
service stacks. Inthis paperwe examine how this bas ic choice of approaches arisesinthe design ofthe
InternetBackplaneProtocol,anetworkstorageserviceandasanissueinGridarchitecturemoregenerally.

1. Introduction

OneplausibleinterpretationoftheprogressivetransformationoftheMetacomputingofthelastdecadg1]into
the“Grid"computingofthisone[2]viewsitasan  efforttorealizethepotentialtruthinthesloga nthat“the
NetworkistheComputer,”andtomakethatrealizat ionthebasisofapublicinfrastructurefornextg eneration
scientificcomputing.Atrioofpowerfultrendstha tdominatedthe90’sfueledthisidea.First,thel nternet,
drivenbytheadventoftheWeb,experiencedunprecedentedgrowth,becominganall-pervasivefabricof
connectivitythatapplicationdeveloperscouldassmetobepresent.Second,therapidbuildupofadv anced
researchnetworksofferedthepossibilityofguaraneedqualityofservice,end-to-end,forinternetapplications
onanationalWAN.Finally,thecontinuedexponenti algrowthinthelocalprovisionsofallfundamenta |
computingresources—processingpower,communicaibandwidth,andstorage—suggestedapictureofa
network-as-computerofstaggeringaggregatecapagifonlythenecessarysoftwareinfrastructurecouldbe
createdtobringtheseelementstogether.

Butifthenetworkisgoingtobethecomputer,the naturalquestionis“Whatkindofcomputerisitg  oingtobe?”
Ormoredirectly,“Whatengineeringapproachshouldvetakeinbuildingit?”Inthispaperwediscuss ~ whatwe
believetobeakeyarchitecturalchoicetobemade inthisendeavor,namely,thechoicebetweenan
encapsulategndan exposedpproachtobuildinghigh-levelfunctionalityfrom low-levelGridresources.

Thedistinctionbetweenthesetwoapproachesiselerantary.Anycomplex,sharedcomputingsystemrequies
anarchitecturethatwillallowittoprovidehigh  performanceservicesandyetbeabletosupportnew
functionalitytoaddresspreviouslyunanticipatedprrposesastheyarise. Acommonwaytoaddressthis
requirementissoftwarelayering.Atthelowestlev elsuchsystemsaremadeupofphysicalresourcesthat
implementprimitivefunctionswithlittleprotectio nbetweenthem.Athigherlevels,computingresour cesare
representedasobjectsthatcanbemuchlargerandnorecomplexthanprimitivememorywords,andoperations
definedonthoseobjectsaresimilarlymuchmoreco mplexthanprimitivemachineinstructions.Whatli nksthe
primitiveandhighlevelsisthe aggregatiomfprimitivememoryandinstructionstoimplement highlevel
objectsandoperations.Inanencapsulateaipproachtoservicearchitecturethenecessaryagggationoflow-
levelresourcesishiddenfromtheuseratthehigh erlevel;inan exposedpproach,theaggregationisexternalto
theprimitiveservicesothatthelow-levelresourc eremainsvisibleathigherlevels.

Thiscontrastbetweenencapsulatedandexposedap@chestoresourceengineeringiswidelyknown.Most
notably itappearsinthehistoricaldebatebetweenthesupportersof ComplexInstructionSetComputersCISQ
andthesupportersofReducedInstructionSetComputefRISQoverhowtomakethebestuseofextra
processorrealestate[3].Similarly,thedecisioninthelate70’stoimplementonlythemostessenti aland
commoncommunicationfunctionsatthenetwork(IP)layer,forcingallstrongerfunctionalitiestobuil donthat
layer,representsaclearchoiceinfavorofamore exposedapproachtoresourceengineeringforthehternet[4,
5].

OnewaytoanalyzethechoicebetweenexposedandencapsulatedGridarchitecturesistofocusonthefactthat,
sincetheinfrastructuremustbesharedbyalarge groupofstakeholders,designapproacheswilltendodividein
termsofthewaytheystructurethatsharing.The ComputerCentermodeforexample,whichinformsthe
currentGridparadigm,wasdevelopedinordertoal lowscarceandextremelyvaluableresourcestobesaredby
aselectcommunityinanenvironmentwheresecurityandaccountabilityaremajorconcerns.Consequengthe
formofsharingitimplementsisnecessarilyhighly controlled[6]andaccesstolow-levelresourcest endstobe
highlyencapsulated.Bycontrast,thenternetmodelvasdesignedtofacilitatethesharingofnetwork bandwidth
forthepurposeuniversalcommunicationamonganirternationalcommunityofindefinitesize.ltisthe refore
designedtobeasopen(i.e.lightlycontrolled)an deasytouseaspossible,andsoittendstoleave low-level
resourcesrelativelyexposed.Whileadmissionandecountingpoliciesaredifficulttoimplementinth ismodel,



theuniversality,generality,andscalabilityofth eresourcesharingitimplementsforcommunicationbandwidth
hasobviouslyprovedpowerful.

Giventheevidentsuccessofthelnternetmodel,whatseemsmoststrikingtousisthat,astheresear ch
communitycontinuestorollpell-melltowardanetw ork-as-computerinfrastructure,preciouslittleresarchis
beingdonetoexplorethepossibilityoftakingam oreexposedapproachtotheotherbasicelementsofietwork
computing,viz. storageandcomputationinthispaperwediscusssomeoftheissuesthath avearisenduringour
effortstoinvestigateandbuildanexposedservicgornetworkstorage. Afterfillingoutthecontras  tbetween
encapsulatedandexposeddesignphilosophiesfort@orkservicesingeneral,welookindetailattwo specific
instancesthathavearisenduringourworkondistributedstorage:onewheretheexposedapproachseesto
applyinanaturalway(implementationofafileab straction)andonewhereitsapplicationislessstraightforward
andmoreproblematic(implementationofcomplexdaamovementoperations).Ourgoalhereisnottose ttle
anyquestion,buttoopenaconversationaboutanextremelyimportantdesignoptionforthescientific
computingcommunitythatisallbutcompletelynegl ectedatthemoment.

2. Encapsulatedvs.ExposedNetworkServices

Totheextentthatthescientificcomputingcommunityisalreadyusingthenetworkasacomputer,thel nternet
providesaubiquitouscommunicationsubstrateconm¢ingitscomponents(withroutersactingasspecid-
purposeelementsinvisibleinthearchitecture),whilenetworkserversprovideallaccesstostorageand
computation.lllustrationsofsuchserversandsericesareplentiful:FTP,NFS,andAFS[7]provideac cessto
storage;Condor[8],NetSolve[9],Ninf[10]provid elightweightaccesstoprocessing;HTTPprovidesacessto
both;GRAM[11]providesaccesstoheavyweightcomputingresources;LDAPprovidesaccesstodirectory
services;andsoon.Whatisnotableabouttheseinstances,andisequallytrueofalmostalltheothe rcaseswe
couldaddtothelist,isthattheyrepresentrelat ively encapsulatethetworkservices:

An encapsulatedetworkserviceimplementsfunctionalitythatdoesnotcloselymodeltheunderlying
networkresource,butwhichmustbeimplementedbyaggregatingtheresourceand/orapplying
significantadditionallogicinitsutilization.

ThebesteffortdeliveryofdatagramsatthelPleve |,ontheotherhand,representsaclearexampleofarelatively
exposedetworkservice:

An exposedetworkserviceaddsenoughadditionalabstractiototheunderlyingnetworkresourceto
allowittobeutilizedatthenexthigherlevel,b  utdoesnotaggregateitoraddlogicbeyondwhati s
necessaryforthemostcommonandindispensablefuationalitythatusesit.

Animportantdifferencebetweenthetwoapproacheemergeswhenweneedtoextendthefunctionalityofa
givenservice.EncapsulatedservicestendtobeimpementedbyheavyweightserversandhaveAPlIsdesigedat
ahighsemanticlevel,interposingthemselvesbetwentheclientandlowoverhead,transparentaccessothe
underlyingresourcesAsaresult,itcanbedifficu It,inefficient,orinsomecasesimpossibletobui ldnew
functionalityontopofsuchAPIs.Instead,encaps ulatedservicestendtoimplementnewfunctionalitythrough
“pluginmodules’thatextendthefunctionalityof theserver,introducingnewcodethathasaccesstdowlevel
interfaceswithintheserver.Theseplug-inmodulesaretheserverequivalentofmicrocodeinCISCproc essors,
raisingafamiliarsetofquestionsaboutaccesscontrolandsecurityforthemanagementofsuchcode.
Encapsulationalsotendstoleadtobalkanization,wtheachserversupportingadifferentsetofplug- ins.

Extendingthefunctionalityofanexposedservicemakesdifferentdemandsbecauseexposedserviceshave
lighterweightserversandAPlsdesignedatasimpl ersemanticlevel.Sincethesefactorsareconducietolower
overheadandmoretransparentaccesstotheunderiggresources,ittendstobemucheasierandmore efficient
tobuildnewfunctionalityontopofexposedservic es.Exposedservicespromotethelayeringofhighertevel
functionalityontopoftheirAPIs,eitherinhighe r-levelserversorinclientcode.

Thislayeringofservices,whichisanalogoustothe user-levelschedulingofaRISCprocessorbyacom piler,is
perhapsmostfamiliarintheconstructionofanetw orkservicesstack.Intheworldofend-to-endpack et
delivery,ithaslongbeenunderstoodthatTCP,apr otocolwithstrongsemanticproperties(e.g.,relisbilityand
in-orderdelivery)canbelayeredontopoflP,aw eakdatagramdeliverymechanism.ByallowinglPsewicesto
retaintheirweaksemantics,andtherebyeavingtheunderlyingcommunicationbandwidthexpsedforuseby
thebroadestpossiblerangeofpurposeghislayeringhashadthecrucialbenefitoffost eringubiquitous
deployment.Atthesametime,inspiteoftheweak propertiesoflPdatagramdelivery,strongerpropetieslike
reliabilityandin-orderdeliveryofpacketscanbe achievedthroughthefundamentalmechanismof
retransmittinglPpackets.Retransmissioncontroidbyahigherlayerprotocol,combinedwithprotoc olstate
maintainedattheendpoints,overcomesnon-deliveofpackets.Allnon-transientconditionsthatinte rruptthe



reliable,in-orderflowofpacketscanthenberedu cedtonon-delivery.Weviewretransmissionasan
aggregatiomfweaklPdatagramdeliveryservicestoimplement astrongerTCPconnection.

Despitethefamiliarityofthisexposedapproach,i tmaystilinotbeobvioushowtoapplyittoares ~ ourcesuchas
storage.Afterall,almosteverytechnologyforthe accessand/ormanagementofnetworkstorageonecathink
of—FTP,HTTP,NFS,AFS,HPSS,GASS[12],SRB[13],N  AS[14],etc.—encapsulatesthestoragebehind
abstractionswithrelativelystrongsemanticpropeies.Forthatreason,ourresearchinthisareahadtostartby
creatingaprotocol,viz.the InternetBackplaneProtocol(IBP),thatsupportedthemanagementofremote
storageresourceswhileleavingthemasexposedapossible.IBPisanetworkservicethatprovidesan exposed
abstractionofsharednetworkstorage[15,16].EachIBP depotserver)providesaccesstoanunderlying
storageresourcetoanyclientthatconnectstotheserver.lnordertoenablesharing,thedepothid esdetailssuch
asdiskaddresses,andprovidesaveryprimitivecapability-basedmechanismtosafeguardtheintegritgfdata
storedatthedepot.IBP’slowlevel,lowoverhead modelofstorageisdesignedtoallowmorecomplex
structures,suchasasynchronousnetworkingprimitesandfileanddatabasesystems,tobebuiltont opofthe
IBPAPIL.ThelBPdepotandclientlibraryarenowav ailableforseveralUnix/LinuxvariantsandWindows,and
thereisaJavaclientlibrary(http://icl.cs.utk.edu/ibp);theAPlisdocumentedindetail[17].With IBPinplace
thequestionbecomeshoweasyordifficultitisto layerstorageserviceswithstrongsemanticpropetiesontop
oftheweakunderlyingstorageresourcesprovidedlylBPdepots.

3. ExtendingtheFunctionalityofIBP

Akeyprincipleofexposeddesignsisthatthesema nticsoflowlevelservicesshouldbekeptasweak as
possible.Toillustratehowweakthesemanticsofth elBPstorageserviceis,weexaminetheprimitive unitof
IBPstorageallocation,thebytearray.AsanabstractionthelBPbytearrayisatahig  herlevelthanthedisk
block(afixedsizebytearray),andisimplemented byaggregatingdiskblocksandusingauxiliarydat a
structuresandalgorithms.Abstractingawaythesizeofthediskblock,abytearrayamortizestheov erheadof
allocationacrossmultipleblocks.lfweconsider storageservicesatthediskblockleveltobethe equivalentof
“scalar’operationswithinaprocessor,thenbytearraysallowakindof‘vectorization”ofoperations .Though
ouraimwastomakethelBPstorageserviceasexpo sedaspossible,thislevelofencapsulationwasconsidered
indispensabletohidethemostspecificunderlyingcharacteristicsoftheaccesslayer(physicalmedimandOS
drivers)andtoamortizeper-operationoverheadaassmultipleblocks.

Nonetheless,thesemanticsofthelPBbytearrayremainveryprimitive. Thisfactbecomesclearwhenyo u
realizethatthemostintuitiveanduniversalabstractionforstorage,viz.the file,hasstrongproperties(e.g.
unboundedsizeanddurationofallocation)thatarenotgenerallyavailablefromtheunderlyingstorag eresource
andthereforearenotmodeledbyIBP.Sinceabstradionswithsuchstrongandintuitivesemanticsare essential
foreaseofuse,theymustbeimplementedeitherin exposedstyle(bylayeringnewfunctionalityover the
primitiveservice),orinencapsulatedstyle(byad dingpowerfulnewoperationsthatmakethelow-levelservice
itselflessprimitive).Ourexperiencehasbeenthattheformerpathisrelativelyeasytofollowwhen
implementingafileabstractionforexposednetworkstorage,butthatthelatterismorestraightforwa rdfor
implementingamechanismforone-to-manydatamoverant.

3.1 Layeringafileabstractionover|BP

Inourexposedapproachtonetworkstorage,thefil eabstractionmustbeimplementedinahigherlayerthat
aggregatesmoreprimitivelBPbuffers.Inorderto applytheprincipleofaggregationtoexposedstorage
services,itisnecessarytomaintainstatethatrepresentsanaggregationofstorageallocations, muassequence
numbersandtimersaremaintainedtokeeptrackof thestateofaTCPsession.Fortunately,inthiscas ewehave
atraditional,well-understoodmodelthatcanbefollowed.IntheUnixfilesystem,thedatastructure usedto
implementaggregationofunderlyingdiskblocksis theinodg intermediatenodg UnderUnixafileis
implementedasatreeofdiskblockswithdatabloc ksattheleaves.Theintermediatenodesofthistre earethe
inodes,whicharethemselvesstoredondisk. TheUnixinodeimplementsonlyaggregationofdiskblocks within
asinglediskvolumetocreatelargefiles;others trongpropertiesaresometimesimplementedthrough
aggregationatalowerlevel(e.g.RAID)orthrough modificationstothefilesystemoradditionalsof twarelayers
thatmakeredundantallocationsandmaintainadditinalstate(e.g.AFS,HPSS)[7,18].

Workingbyanalogywiththeinode,wehavechosent oimplementasinglegeneralizeddatastructure,wtichwe
callan externalnodepr exNodegformanagementofaggregateallocationsthatcarbeusedinimplementing
networkstoragewithmanydifferentstrongsemanti@roperties.Ratherthanaggregatingblocksonasingledisk
volume,theexNodeaggregatesstorageallocationsithelnternet,andtheexposednatureofiIBPmakesIBP
storageallocationsespeciallywelladaptedtosuchggregations.Inthepresentcontextthekeypointaboutthe
designoftheexNode,whichwedescribeinmoredet ailelsewhere[19],isthatithasallowedustocr eatean
abstractionofanetworkfilethatcanbelayeredo verlBP-basedstorageinawaythatiscompletelyc onsistent



withtheexposedresourceapproach.Inthecaseofone-to-manydatamovement,however,wehavechoseio
takeamoreencapsulatedapproach

3.2 One-to-manydatamovementusingIBP

IBP’s"vectorized"storageservicesworkwellinex posedmodeaslongasoperationsaresimple.Likewise,the
reliabletransferofdatabetweenclientanddepotprbetweenasourceanddestinationdepot,areag oodfitifit
isassumedthatTCPcanbeimplementedthroughouttleunderlyingnetwork.Butsuchisoftennotthecas e.The
initialBPAPladdressedpoint-to-pointdatamovementwithasinglecallthatmodelsthecharacterist icsof
transferusingareliableTCPconnection:

IBP_copy(source, target, size, offset)

ThestraightforwardclientAPIforIBPisnotsuffic  ientlyexposedtoallowforefficienttransferofd atabetween
asinglesourcedepotandmultiplerecipients:Ifo ne-to-manycommunicationisimplementedthroughregated
one-to-onecommunication,thiscommunicationcankaptimizedbyreusingthesourcememorybufferrath er
thanrepeatedlyreadingfromdisk.Similarly,ifth ereisanunderlyingUDPmulticastserviceavailable,orifthe
networkincludessatellite,highperformanceorotterlinksnotconformingtotheusualmodelofthep  ublic
Internet,thenTCPmaynotbethetransportlayerpr otocolofchoice.However,complexsignaling,flow control
andretransmissionmayberequiredinordertoimpl ementreliabledatatransfertakingadvantageofoher
transportlayerprotocols.

Giventheneedtomanagelow-levelresources(e.gmemorybuffers)whenimplementingone-to-manydata
movement,anaturalapproachistoimplementsuchfunctionalityatalowlevel. Wehaveextendedthe current
APIlwithamorecomplexcallthatallowsmultiplet argetsandarbitrarydatamovement“operations’tdbe
specified. Theseoperationsareimplementedusingbwlevelprocessescalledlatamoversthatplugintothe
depotsoftwarearchitecturebetweenthedepotproasandthenetwork

IBP_copy(DM_op, target_count, source, target[], int size, int offset)

Byencapsulatingdatamovementfunctionalityatalevelthatallowsforefficientaccesstounderlying storage
resourcesandcanmanagedatatransferatthelevelfmemorybuffers,thesoftwarearchitecturefinessesthe
problemofprovidingsufficienttransparencytoall owsuchfunctionalitytobelayeredontopofthel BPAPL.In
theprocess,however,thedesignhasdivergedfronthephilosophyofexposed-resourcenetworkservices

Theexposedapproachtothisproblemwouldseektoenabletoimplementationofcomplexdatamovementon
topofthelBPAPI.Youcanseehowthisdesignap  proachwouldworkbyexaminingtheproblemsthatwo uld
ariseintryingtousethecurrentAPlandimplemen tationtoexecuteit:

= ThecurrentIBPprotocolimplementseachoperationasaseparateTCPconnectiontothedepot.
However,thisiseasilyoptimizedusingpersistentconnectionsandmultiplexingmultipleconcurrent
operationsoverasingleconnection.

= ThecurrentiIBPAPIdoesnotmodelin-memorybuffers andsocannotbeusedtoexplicitlyoptimize
themovementofdatabetweendiskandnetwork.The additionofshort-livedmemorybuffersisan
easyextensiontothelBPAPlandwouldaddressthi sproblem.

= Highperformancevectorized(multi-buffer)transfesofdatarequiretheimmediateexecutionofeach
operationassoonaspossibleafteritspredecessoperationshavecompleted.Timeoutsandother
complexstrategiesmustbeusedtodealwithexcepionalconditions.

Asinanyarchitecturewherethereisasubstantiallatencybetweenoperationissueandexecution,lagncywill
alsobeapotentialproblemhere.Inprocessorarchitecture,thesolutionstothisproblemincludepip eliningwith
built-ininterlockstoimplementdependences,andlwthpredicatedandspeculativeexecution.Anexposd
approachtoenhancingthedatamovementfunctionatyofthelBPdepotwouldfollowthesestrategies. The
resultwouldbeamorecomplex,buthighlygeneral operation-schedulingfunctionthatallowsstronger
operationstobeimplementedatahigherlevel.

4. Conclusions

Startingwithanyinitialdesign,thereisalwayst hetemptationtoextenditbyaddingnewoperationsand
encapsulatingtheirimplementationinthebowelsotheexistingsystem.Thisoftenhastheadvantage of
backwardcompatibilitywiththeexistingserviceandofprovidingmaximumcontrolintheimplementatio nof
thenewfunctionality.Wecanseethisapproachb eingfollowedintheadditionofDataMoverstothe IBP
storageservice:plug-infunctionalitywasaddedathelowlevelandacalldirectlyinvokingthatne  w
functionalitywasaddedtotheclientAPI.



Theexposedresourceapproachtonetworkservicesfitowsinalongtraditionofhardwareandsoftware
architecture.When,asinthecaseoftheexNode, itisfeasibletolayernewfunctionalityoverane xistingAPI,
thatisusuallythepreferredapproach.However,w henimplementingnewfunctionalityrequiresthattheservice
bemodifiedtoexposenewresourcesandprovidemorepowerfulschedulingfunctions,takingtheexposed
approachposesseveralrisks:

» Theexistingservicemightneedtobesubstantially restructuredtosupportthenewfunctionalityata
higherlayer.

= Theexposeddesignofthelowerlayermightbetooc omplextobeeasilyprogrammedatthehigher
layer.

= Theperformanceofthelayeredimplementationmaybénadequateduetotheoverheadofmaking
multiplecallstothelowerlayer.

= |nadequateanalysisoftherequirementsforacceswlowlevelresourcesmayresultinanexposed
servicethatcannotsupportthenewfunctionalityatahigherlayer.

Theserisksseemedsubstantialenoughtoleadustdaketheencapsulatedapproachinthecurrent
implementationofone-to-manydatamovementusingBP.However,thedesignofanexposeddatamovement
interfaceisbeingstudied,andaprototypeimplementationisplanned.Thepossiblebenefitsofanexp osed
resourceapproachtoGridservicearchitecturearéoogreattoleaveunexplored.

Ifthenetworkisgoingtobethecomputer,andif ~ exposedapproachestonetworkingandstoragecanbe
developed,thenthefinalcomponentiscomputatiorExposedapproachestocomputationwouldrequirethatthe
processorresourcebeexposedtothenetworkinarawform,allowingarbitrarycomputationstobeperf ormed
upondatastoredinanexposedstorageserviceandransportedusingexposednetworkingservices.Searal
differentGridelementsinthecurrentensembleof services,includingGRAMandNetworkEnabledServers
suchasNetSolveandNinf,performcomputationsforremoteclients.Inthesecasesthereisatradeoffbetween
opennessandgenerality: Gramwillexecutearbitraycodeforaknownuser;NetSolveandNinfwillper ~ form
computationsonbehalfofarbitraryusersbutwill executeonlyknownandtrustedcode.Thedevelopmertofa
networkservicethatstrikesabalancebetweenopenessandgenerality,whichwecallthe NetworkFunctional
Unit,wouldbetheultimateandmostdifficultachievem entoftheexposedapproachtoGridservicearchitecture.
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