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Abstract —ThispaperdescribesthetechnologiesanddesigndeasthatunderlietheLogisticalFileSystemg LoFS).
LoFSisclosetoatraditionaldistributedfilesys teminstructureandintheclassofoperationsit supports,butitis
designedtopreservetheeasydeployabilityandschabilityacrosstheadministrativeboundariesthahavebeenthe
pillarsoftheWeb’ssuccess.TheleadingideabehindthedesignofLoFSisthatinordertoimplement arealfile
systemthatnonethelesspreservesthestrengthstfelnternetofmodelresourcesharing,onehasto applythat
modeltothestorageresourcesneededtoimplementilesystemoperations,sothattheyareexposedardshareableto
theglobalnetwork.Systemsthatdonotexposethe underlyingresourcesusedtoimplementfilesystenoperations
canimplementremoteaccesstofilesystemoperatios,buttheycannotdistributemanyimportantfunctionsofthe
filesystemitself.

1. Introduction

Aftermorethanadecadeofunprecedentedgrowth,theWorldWideWebhastransformedthelandscape
ofnetworkedinformationsystems.lthaseasilydominatedthearenaofwideareainformationsharingt hat
seemed,atthebeginningofthe90’s,tobethenat uraldomainofmorecapableandmaturefilesharing
technologies,suchastheAndrewFileSystem[1]. Thisdevelopmentwasallthemoresurprisingsince
comparisonshowsthattheweaknessesoftheWeb’s@sign(e.g.limited adhoccachingcapabilities, little
ornosecurity,lackofscalabilityinimportantdi mensions,tendenciestoperformancedegradationgex
weresignificant,andmanyofitsstrengths(e.g.f reedistribution,intuitiveuserinterface)couldb e(and
havebeen)duplicatedbymorecapablecompetitors].Butwhatcouldnothavebeenduplicated,andth e
key,webelieve,totheWeb’sunparalleledsuccesswasthe Internetmodelofresourcesharingatthebase
ofitsdesign

AsevidencedinstructurethelPstack,thelnternetModelwascreatedtofacilitatethesharingofne twork
bandwidthforthepurposeuniversalcommunicationanonganinternationalcommunityofindefinitesize,
andisthereforedesignedtobeasopen(i.e.light lycontrolled)andeasytouseaspossible.It'sve ry
weaknesses,accordingtosomeestablishedcritefimvehadthecompensatingvirtueofmakingiteasy to
deployandhighlyscalableacrosstheadministratieboundariesoftraditionalsystems. TheWebbuildson
thissamefoundation.ThefundamentalcontributioroftheWeboverpreviousnetworkedinformation
systemswasnotthenotionoftheURLasafilenam ewithgloballyuniformsemantics(AFSandother
distributedfilesystemshavethatfeature),buttheuseofsuchnamesinhyperlinksthatweregloball yvalid
acrossadministrativeboundarieWhentheWebwasintroducedusersfoundthatift heycouldputupa
Webserver(andthiswasveryeasytodo), anyoneouldlinktothefilestheywantedtoshareandv ice
versa.ltseemedasiftheWeb’s“fuzzypointers”c ouldpointanywhere.

Theuniversalityandgeneralitythatthismodelto resourcesharingachieveshasapowerthatis
undeniable.Butinordertoachieveit,theWebarc hitecturemakesaseriesofcompromisesthatfromthe
traditionalsystemspointofviewseemdrastic:

1. ThedefaultsemanticsofURLsarethattheyrepr esentunprotected,read-onlydata.The
protectionmechanismsthathavebeenintroducedabmsedonpasswordsandcertificates,andso
arenotinherentlylimitedinadministrativescope.

2. LocalinterpretationofURLsexposesaspecific portionofthehostdirectorystructuretothe
network.

3. TheWebdefinesarestrictedsetofoperationso nURLsthatcanbeimplementedinaglobally
scalablenetwork.

Thethesisofthispaperisthatadifferentsetof designchoicescanbemadethatresultsinadistr ibuted
filesystemthatcanscaleuptothegloballnterne t,butwithoutacceptingthecompromisesacceptedlythe
Web.Webelievethatthefilesystemthatresults, whichwecallthe LogisticalFileSysten( LoFSis



closertotraditionaldistributedfilesystemsins tructureandintheclassofoperationsitsupports ,but
preservestheeasydeployabilityandscalabilityacosstheadministrativeboundariesthathavebeertie
pillarsoftheWeb’ssuccess.Wecallthisfilesys tem“logistical’becauseitbuildsonourworkin
logisticalnetworkingwhichisdescribedelsewhere[3].

TheleadingideabehindthedesignofLoFSisthat inordertoimplementarealfilesystemthat
nonethelesspreservesthestrengthsofthelnterneiodel,onehastoapplythelnternetmodelto the
resources(primarilystorage)neededtoimplementilesystemoperations,sothattheyareexposedand
shareabletotheglobalnetwork.Systemsthatdonotexposetheunderlyingresouresusedtoimplement
filesystemoperationscanimplementremoteacces®filesystemoperations,buttheycannotdistribute
manyimportantfunctionsofthefilesystemitself.

Accordingly,indesigningLoFSwehavefolloweda® bottomup”designphilosophythattodayismore
familiarindesignofnetworkprotocolstacksthan inthedesignofoperatingsystems.Atthebottomo fthe
“networkstoragestack”isthe InternetBackplaneProtocol(IBP),whichisamechanismcreatedtoenable
sharingofexposedstorageresourcesacrossthenabrkonthelnternetparadigm.Since,aswedescribe
below,IBPusesamodelofstoragewithweaksemantics,inordertosupportthekindofstrongfile
abstractionthatLoFSrequires,wehavedevelopeddatastructurerepresentgaggregatstorageresources
andallowsustolayerafileabstractionwithstro ngsemanticpropertiesontopofaweakunderlying
storageresourcethatdoesnotgenerallyprovidetiem.Wecallthisdatastructurethe exNodéecauseitis
analogoustotheUnix inodebutscopedforthewideareanetwork.Finally,th etoplayerofthenetwork
storagestackisLoFS,whichisdesignedtobealo g-basedfilesystemthatcanleveragethepowerof
Internetresourcesharingthatthelowerlayersmaleavailable. Thediscussionbelowfollowsthesame
bottomupdesignasthetechnologybeingdescribedexplainingeachlayerinturnandprovidingdetail sof
applicationsandexperienceswiththesetechnologse

2. Background:ThelnternetProtocolandthelnternetBackpl aneProtocol

TheuniquecapabilitiesofLoFSwillderivefromth  efoundationofexposedresourcesharingonwhichit
builds,i.e.fromthe InternetBackplaneProtocol.IBPisamechanismdeelopedforthepurposeof
sharingstorageresourcesacrossnetworksrangingfmrack-mountedclustersinasinglemachineroom
toglobalnetworks.[3-5]Toapproximatetheopenn essofthelnternetparadigmforthecaseofstorag e,
thedesignofIBPparallelskeyaspectsofthedesi gnoflP,inparticulariPdatagramdelivery.This service
isbasedonpacketdeliveryatthelinklevel,but withmorepowerfulandabstractfeaturesthatallowitto
scaleglobally.ltsleadingfeatureistheindependenceoflPdatagramsfromtheattributesofthepar ticular
linklayer,whichisestablishedasfollows:

» Aggregationoflinklayerpacketsmasksitslimits onpacketsize;

» Faultdetectionwithasingle,simplefailuremodel (faultydatagramsaredropped)masksthe
varietyofdifferentfailuremodes;

» Globaladdressingmasksthedifferencebetweenlodareanetworkaddressingschemesand
masksthelocalnetwork’sreconfiguration.

Thishigherlevelofabstractionallowsauniforml Pmodeltobeappliedtonetworkresourcesglobally,
anditiscrucialtocreatingthemostimportantdi fferencebetweenlinklayerpacketdeliveryandIP
datagramservice.Namely,

AnyparticipantinaroutediPnetworkcanmakeuse ofanylinklayerconnectioninthe
networkregardlessofwhoownsit.Routersaggregaeindividuallinklayerconnections
tocreateaglobalcommunicationservice.

ThisIP-basedaggregationoflocallyprovisioned,linklayerresourcesforthecommonpurposeof
universalconnectivityconstitutestheformofsharingthathasmadethelnternetthefoundationfora
globalinformationinfrastructure.



IBPisdesignedtoenablethesharingofstoragere sourceswithinacommunityinmuchthesamemanner.
JustaslPisamoreabstractservicebasedonlink -layerdatagramdelivery,IBPisamoreabstractservice
basedonblocksofdata(ondisk,tapeorothermed ia)thataremanagedas“bytearrays.”The
independenceoflBPbytearraysfromtheattributesoftheparticular accesslayefwhichisourtermfor
storageserviceatthelocallevel)isestablishedasfollows:

» Aggregationofaccesslayerblocksmasksthefixedblocksize;

» Faultdetectionwithaverysimplefailuremodel(f aultybytearraysarediscarded)masksthe
varietyofdifferentfailuremodes;

» GlobaladdressingbasedongloballPaddressesmaskhedifferencebetweenaccesslayer
addressingschemes.

Thishigherlevelofabstractionallowsauniforml BPmodeltobeappliedtostorageresourcesglobally,
andthisisessentialtocreatingthemostimportantdifferencebetweenaccesslayerblockstorageantBP
bytearrayservice:

AnyparticipantinaniBPnetworkcanmakeuseofa nyaccesslayerstorageresourceinthe
networkregardlessofwhoownsit. TheuseoflPn etworkingtoaccessIBPstorageresources
createsaglobalstoragesetrvice.

Whateverthestrengthsofthisapplicationofthel Pparadigm,however,itleadsdirectlytotwoprobl ems.
First,inthecaseofstorage,thechronicvulnerabilityofiIPnetworkstoDenialofUse(DoU)attacks is
greatlyamplified. ThefreesharingofcommunicationwithinaroutedIPnetworkleaveseverylocal
networkopentobeingoverwhelmedbytrafficfromt hewideareanetwork,andconsequentlyopentothe
unfortunatepossibilityofDoUfromthenetwork.Wh ileDoUattacksinthelnternetcanbedetectedand
corrected,theycannotbeeffectivelyavoided. Y etthisproblemisnotdebilitatingfortworeasons: onthe
onehand,eachdatagramsentoveralinkusesonly atinyportionofthecapacityofthatlink,sotha tDoU
attacksrequireconstantsendingfrommultiplesouces;ontheotherhand,monopolizingremote
communicationresourcescannotprofittheattackananyway,itcanonlyharmthevictim.
Unfortunatelyneitherofthesefactorsholdtruefo raccesslayerstorageresources.Onceadatablocis
writtentoastoragemedium,itoccupiesthatporti onofthemediumuntilitisdeallocated,sonocon stant
sendingisrequired.Moreoveritisclearthatmon opolizingremotestorageresourcescanbevery
profitableforanattackerandhisapplications.

Thesecondproblemwithsharingstoragenetwork-stieisthattheusualdefinitionofastorageservic eis
basedonprocessor-attachedstorage,andsoitinadesstrongsemantics(near-perfectreliabilityand
availability)thataredifficulttoimplementinth ewideareanetwork.Evenin“storagearea’orloc alarea
networks,thesestrongsemanticscanbedifficultibimplementandareacommoncauseoferror
conditions.Whenextendedtothewidearea,itbecomesimpossibletosupportsuchstrongguaranteesfo
storageaccess.

WehaveaddressedbothoftheseissuesthroughspealcharacteristicsofthewaylBPallocatesstorage:

= AllocationsofstorageinIBPcanbetimelimited. Whentheleaseonanallocationexpires,the
storageresourcecanbereusedandalldatastructtesassociatedwithitcanbedeleted. AnIBP
allocationcanberefusedbyastorageresourceinresponsetoover-allocation,muchasrouterscan
droppackets,andsuch“admissiondecisions”canb&asedonbothsizeandduration.Forcing
timelimitsputstransienceintostorageallocationgivingitsomeofthefluidityofdatagram
delivery.

» ThesemanticsofIBPstorageallocationareweaker thanthetypicalstorageservice.Chosento
modelstorageaccessedoverthenetwork,itisassumedthatanIBPstorageresourcecanbe
transientlyunavailable.Sincetheuserofremotegorageresourcesisdependingonsomany
uncontrolledremotevariables,itmaynecessarytassumethatstoragecanbepermanentlylost.
Thus,|BPisa“besteffort’storageservice .Toencouragethesharingofidleresources,IBP even



supports“volatile”storageallocationsemantics,wereallocatedstoragecanberevokedatany
time.Inallcasessuchweaksemanticsmeanthatthelevelofservicemustbecharacterized
statistically.

BecauseoflBP’slimitationsonthesizeanddurati onofallocationanditsweakallocationsemantics,|BP
doesnotdirectlyimplementreliablestorageabstrationssuchasconventionalfiles.Insteadthesemustbe
builtontopoflIBPusingtechniquessuchasredund antstorage,muchasTCPbuildsonlP’sunreliable
datagramdeliveryinordertoprovidereliabletran sport.

3. ThelnternetBackplaneProtocol

3.1 ThelBPAPI

ThelBPAPIlisinmanyrespectstypicalofnetwork filesystems,withcallsforallocation,accessand
managementassummarizedinTablelbelowanddiscssedinsomedetailintheAPIdocumentation[5].
TheuniqueaspectsoflBParereflectedmostdirectlyinthelBP_allocatecall.

Inmostconventionalfilesystems, filecreationen tailsthecreationofanentryinafiledirectory  undera
client-suppliedname.Thedirectoryentryrepresestheabilitytoindefinitelyallocatedataspacet hrough
writeoperations,generallyuptosomelimitimpose deitherbythesystemoronaper-userbasis,and to
laterreadfromthatdataspace.lnsomespecializ edfilesystems,fileattributessuchasphysicall ayoutor
stagingpolicybetweendiskandtapecanbespecified[6-8].

ThelBP_allocatecalldiffersinanumberofways. Firstofall,itismuchlikeatypicalmemoryall ocation
operationsuchastheClibrarymallocinthatita llocateswritablestoragespacebutdoesnotcreata
visibledirectoryentry.ltreturnsasetofcapab ilitiesthatcanbeusedasanopaquecredentialforlater
read,writeandmanagementoperationsonthealloctedspacefromanylnternet-connectedclient.Most
important,itallowsthespecificationofattribute sthatmodelanumberofusesforstorageothertha n
conventionalfilespace.

»  Anumberofdifferentwritesemanticsareavailable :append,truncate,FIFOqueue,circular
gueue.Notethatthereiscurrentlynosupportfor overwritingotherthanbytruncatingtheentire
filetozerolength,asthisrequiresexternalsync hronizationwhensharedamongmultiplewriters.
Thesewritesemanticssupportnon-fileapplicationsuchastheimplementationofUnix-like
pipesinthenetwork.Toreflectthisgenerality, werefertothespaceallocatedasabytearrayto
reflectthatfactthatitismoregeneralthaneith erafileoracommunicationbuffer.

= Allocationscanbeweakenedinanumberofwaysref lectingamorelightweightapproachto
permanenceandreliabilitythanistypicalfornetw orkfilesystems.Inparticular,allocationsmay
betime-limited,representingaleasethatexpiresatsomeknownpointinthefuture,andtheymay
bevolatile,meaningthattheyrepresentanallocatonoffreespacethattheservercanrevokeat
anypointinthefuture.ltisintendedthatbyal  lowingdepotstograntweakerallocationswhile
remainingwithintheboundsofcorrectfunctioning, IBPwillenablethesharingofresourcesthat
wouldotherwisebeheldforprivateuseonly.

TheotherIBPAPIcallsfallintotwogroups:those thatoperateonaniBPallocation,andonethat
operatesonaniBPdepot.

1. Operationsonallocations. IBP_allocate  returnsasetofthreecapabilities:areadcapabi lity,
awritecapabilityandamanagecapability.Eacho fthesearerequiredfordifferentsubsequent
APIcalls.

a. IBP_store, IBP_load, IBP_copy, IBP_mcopy . ThelBP_store and IBP_load
aresyncrhonousreadandwriteoperationsthatrettnwhentherequesteddatatransfer
hasoccurredorwhenaspecifiedtimeoutexpires. Theytakeawriteandreadcapability
asargumentrespectivelylBP_copy allowsathird-partycopybetweendepotswithout
requiringthatthedataberetrievedbytheclient, andtakesbothareadandawrite



capabilityasarguments.ThelBP_mcopycallmodelsgeneralizedpoint-to-multipoint
communication.lttakesasargumentasingleread capability(source)andasetofwrite
capabilities(destinations)aswellasan“operation’parameterandasetofoperation-
specificarguments.Theseoperationsareimplemertbydepot“plug-in’"modules
called“datamovers”(seesection3)andareintendedtosupportflexibleexplorationof
newandnon-standardwaysoftransferringdatabetveenendpoints[9].

b. IBP_manage takesthemanagecapabilityasanargument,andimpementsincrementand
decrementoperationsontworeferencecountsmaintaedforeachallocations:aread
countandawritecount.lfthewritecountreache szero,theallocationcanbetreatedas
read-only,andifthereadcountreacheszero,the allocationcanbedeleted. Thiscallis
alsousedtoquerythestateofanallocation,and torequestmodificationofsomeofits
basiccharacteristics(suchasextendingthelease)

2. Depotmanagementcallsrequirenocapability,butcanbeprotectedb ypassword.

a. IBP_status hastwosub-commandsinquire and change . Inquire allowsaclient
toqueryadepotaboutitstotalstableandvolatil estorage,theamountofbothstorage
categoriesused,andthemaximumalloweddurationChange allowstheclienttochange

theseparameters.
StorageManagement DataTransfer DepotManagement
IBP_allocate, IBP_store, IBP_load IBP_status
IBP_manage IBP_copy, IBP_mcopy

Table 1

3.2 IBPImplementation

Depot—ThemainIBPdepotarchitecturegoalsareflexib ility,reliabilityandperformance.Thecurrent
implementation(1.0)ismulti-threadedforperformance,withapoolofthreadscreatedatboottime. The
codebaseissharedbetweenUnix/Linux/OSXandWin32versions,withOS-specificl/Ocalls
encapsulatedinalibrarythathastwoimplementations(win-libandunix-lib).

ClientLibrary —ThelBPClientLibrary,offeredinafewdifferen  tversionsandsystems,wasdesigned
tobeflexible toeasetheimplementationoffutur echangestoboththeAPlandtheprotocol,tobev ery
maintainablecodeandtobeextremelyrobustandfault-tolerant. Thelibraryissepeartedintotwo
differentmodules:the AP12PModuleandtheCommunicationModule(ComModule).API2Ptranslates
theAPIcommandintoCommunicationUnits,whichare abstractdatatypesthatspecifythe
communicationanditscharacteristics(direction,emanticsofthemessage,themessageitselforthe
expectedmessage).Then,theComModuleallowstheeecutionofthecommunication.Noanalysisofthe
messageismadeatthislevel,the API2Pmodulebeingresponsibletointerpretthemessageandtotake
theappropriateaction. ThisdesignallowseasychangestotheAPI(asit'sseenasasequenceof
communicationunits)andtotheprotocol.Ontopof it,thecommunicationmodule,beingcompletely
independent,willbere-usedinfuturedepotimplementations,cuttingdevelopingtime.

Protocol—Thecurrentversionofourprotocolisaverydir  ectencodingofthe APlasanarchitecture-
independentRCPusingaper-callTCPconnection.Asmorechallengingrequirementsarise,weare

consideringaredesignofthisprotocol,perhapsusngsomeoftheprotocolencapsulationtools,suchas
BXXP,thatarecurrentlyunderdiscussionforstandardizationwiththe [ ETF[10].

Testing—Aflexibletestlanguageandinterpreterweredev elopedtoenableextensivetestingand
performancemeasurementofthedepotbybothdevelpersandusers.Thesetools[11]allowacomplete
andextensivetestofoursoftwareandoftheproto colsemantics.



4. DataMovers

SincetheprimaryintentoflBPistoprovideacom monabstractionofstorage,itisarguablethatthi rd
partytransferofdatabetweendepotsisunnecessarindeed,itislogicallypossibletobuildanex  ternal
serviceformovingdatabetweendepotsthatacces$BPallocationsusingonlythe IBP_load and
IBP_store calls.However,suchaservicewouldhavetoacta saproxyforclients,andthisimmediately
raisestrustandperformanceconcerns. TheBP_copy and IBP_mcopy datamovementcallswere
providedinordertoallowasimpleimplementation thatavoidstheseconcerns.However,software
architecturesbasedonexternaldatamovementopeiansarestillofgreatinteresttous.

Theintentofthebasic IBP_copy callistoprovideaccesstoasimpledatatransfe roveraTCPstream
betweendepots.IBP_mcopy isamoregeneralfacility,andcanprovideaccess tooperationsthatrange
fromsimplevariantsonsimple TCP-baseddatatrangertohighlycomplexprotocolsusingmulticastor
otheradvancednetworkfacilities.Inallcases,t hecallerisresponsiblefordeterminingwhetherthe
requestedoperationisappropriatetothedepot’setworkenvironment,andforanyerrorstrategyshoud
thedatamovementcallreturninfailure.

Thedatamoverisaplug-inmoduletoanIBPdepot thatisactivatedeitherbyan IBP_mcopy callorby
anIBP_datamover call. ThesecondcallisnotanAPIcall,butani  nternalcallmadebythesendingIBP
depot.Thesendingdepotisresponsibleforinvoki ngaDataMoverplug-inonthereceivingdepot,and it
accomplishesthisbyfork ingadatamovercontrolprocessthatsendsan|BP_datamover request,
causingthereceivingdepottofork asymmetricdatamovercontrol.Sendingandreceivingcontrol
processestherxec theappropriateDataMoverplug-insforthereques tedoperationandthesecooperate
toperformtheoperation,thentheplug-inatthes endingdepotrepliestotheclientandthenbothpl ug-ins
terminate.Thefigurelillustratesthisprocess.

TheDataMoversoftwarearchitecturecansupportawidevarietyofoperations,including:

» Point-to-multipointthroughsimpleiteratedTCPunicasttransfers

» Point-to-multipointthroughsimultaneousthreadedTPunicasttransfers.
= UnreliableUDPpoint-to-mulitpointutilizingnative IPmulitcast

* Reliablepoint-to-multipointutilizingnativelPmu lticast

= Fast,reliableUDPdatatransferoverprivatenetworklinks[12]
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Figurel:DataMoverControlandTransferCoordination.

5. ExperienceandApplications

OurmethodindevelopingthelnternetBackplanePraocolisbasedonimplementationand
experimentation.Anumberofsimpleapplicationsf romwithinourownresearchgrouphaveformedthe
basisoftheexperiencethathasguidedourwork. Inaddition,afewexternalapplicationgroupshave
pickeduponearlyimplementationsofIBPandcontr ibutebybothtrackingourreleasesandgivingus
neededfeedbackforfuturedevelopments.HowevertisonlywiththeupcomingreleaseoftheexNode
libraryandserialization(Section6)andultimatelytheLogisticalFileSystem(Section7)thatwebe lievea
wideapplicationcommunitywillfindthesupporting toolsnecessarytoadoptanIBP-basedmethodology.

IBP-mailisasystemthatusesiBPtotransmitand delivermailattachmentsthatrequirestorage
resourcesheyondthecapacityofstandardmailserers[13]. TouselBP-Mail, thesenderfirst
uploadstheattachmentintoasuitablelBPserverandthenforwardsthereadcapabilitytothe
receiver,whocanuseittodownloadtheattachment(Figureqqq).AninitialversionofIBP-mail
usedcustomCGlscriptstochosethedepotandimpl ementtheuploadanddownloadfunctions.
Thecapabilitywastransmittedbetweensenderandeceiverembeddedinaformthatinvokedthe
receivingCGl.Thiscustomarchitecturehasbeenreplacedbyagenericmechanismforstoring
IBPcapabilities(seesection6ontheexNode)whic hallowsthemtobesentbetweensenderand
receiverasasimplefileattachmentinastandard serializedformat. Themanipulationoffiles
storedinIBPformatisnowhandledthroughgeneric toolsoperatingontheserializedexNode
datastructure,andsotodayIBP-Mailisnotsomuc hanapplicationasawayofusingthose
standardtoolstogetherwiththestandardMIMEattachmentfacilityine-mail.

NetSolveisadistributedcomputationtoolcreatedbyCassanovaandDongarra[14]toprovide
remoteinvocationofnumericallibrariesforscientificcode.Oneshortcomingoftheinitial
NetSolvearchitectureisthatitisstateless:aseriesofcallstothesameservercannot,forinstan ce,



cacheargumentsorresultsinordertoavoidunnecessarydatamovementinsubsequentcalls.One
oftheapproachestakentooptimizeNetSolvewastouseanIBPdepotattheservertoimplement
acacheunderthecontroloftheclient.Suchshor t-liveduseofiBPforvaluecachingisableto
makegooduseofevenvolatileandtime-limitedall ocations[15].

= TAMANOIR[16]isaprojectdevelopedbytheRESAMI aboftheLyonlUniversityinthefield
ofActiveNetworking.ltisaframeworkthatallows userstoeasilydeployandmaintain
distributedactiveroutersinawideareanetwork. IBPdepotswillbeamongthestandardtools
availabletoservicesimplementedwithintheTAMANO IRframework,alongwithothebasictools
suchastheroutingmanagerandstreammonitoringbols.ltwillalsobeusedtoimplement
distributionandcachingofservices(distributedesJavabyte-codemodules)thatareloadedby
TAMANOIRon-demand,freeingTAMANOIRtomanageonly isowninternalcacheofservices.

6. TheexNode:AggregatinglBPStorageResourcestoProvideFile  Services

Ourapproachtocreatingastrongdfileabstraction ontheweakmodelofstorageofferedbylBPcontinu es
toparallelthedesignparadigmofthetraditional networkstack.Intheworldofend-to-endpacket
delivery,ithaslongbeenunderstoodthatTCP,ap rotocolwithstrongsemanticproperties(e.g.,reliability
andin-orderdelivery)canbelayeredontopoflP, aweakdatagramdeliverymechanism.Inspiteofth e
weakpropertiesoflPdatagramdelivery,strongerpropertieslikereliabilityandin-orderdeliveryof
packetscanbeachievedthroughthefundamentalmedtanismofretransmittinglPpackets.
Retransmissioncontrolledbyahigherlayerprotocd,combinedwithprotocolstatemaintainedatthe
endpoints,overcomesnon-deliveryofpackets.Allron-transientconditionsthatinterruptthereliablgin-
orderflowofpacketscanthenbereducedtonon-de livery.Weviewretransmissionasan aggregatiomof
weaklPdatagramdeliveryservicestoimplementastrongerTCPconnection.

Thesameprincipleofaggregationcanbeappliedinordertolayerastorageservicewithstrongseman tic
propertiesontopofaweakunderlyingstorageresourcethatdoesnotgenerallyprovidethem,suchasan
IBPdepot.Examplesofaggregatingweakerstoragesrvicesinordertoimplementstrongeronesinclude
thefollowing:

= Reliability—Redundantstorageofinformationonre sourcesthatfailindependentlycan
implementreliability(e.g.RAID,backups).

» Fastaccess—Redundantstorageofinformationonresourcesindifferentlocalitiescan
implementhighperformanceaccessthroughproximitye.g.caching)orthroughtheuseof
multipledatapaths(e.g.RAID[6]).

» Unboundedallocation—Fragmentationofalargeallocationacrossmultiplestorageresources
canimplementallocationsofunboundedsize(e.g.flesbuiltoutofdistributeddiskblocks,
databasessplitacrossdisks).

= Unboundedduration—Movementofdatabetweenresoucesasallocationsexpirecanimplement
allocationsofunboundedduration(e.g.migrationddatabetweengenerationsoftapearchive).

Inthisexposed-resourceparadigm,implementingafeabstractionwithstrongpropertiesinvolves
creatingaconstructatahigherlayerthataggregatesmoreprimitive|lBPbyte-arraysbelowit. Toapp ly
theprincipleofaggregationtoexposedstoragesevices,however itisnecessaryomaintainstatethat
representssuchanaggregationofstorageallocatimsjustassequencenumbersandtimersare
maintainedtokeeptrackofthestateofaTCPsess ion.Fortunatelywehaveatraditional,well-understood
modeltofollowinrepresentingthestateofaggreg atestorageallocations.IntheUnixfilesystem,t hedata
structureusedtoimplementaggregationofunderlyngdiskblocksisthe inodg intermediatenodg.
UnderUnix,afileisimplementedasatreeofdisk blockswithdatablocksattheleaves.Theinterme diate
nodesofthistreearetheinodes,whicharethemselvesstoredondisk. TheUnixinodeimplementsonly
theaggregationofdiskblockswithinasingledisk volumetocreatelargefiles;otherstrongpropert iesare
sometimesimplementedthroughaggregationatalowdevel(e.g.RAID)orthroughmodificationstothe



filesystemoradditionalsoftwarelayersthatmakeredundantallocationsandmaintainadditionalstag
(e.g.AFS,HPSS)[1,8].

Followingtheexampleoftheinode,wehavechosen toimplementasinglegeneralizeddatastructure,
whichwecallan externalnodeor exNodeinordertomanageofaggregateallocationsthat canbeused
inimplementingnetworkstoragewithmanydifferentstrongsemanticproperties(Figure2).Ratherthan
aggregatingblocksonasinglediskvolume,theexN odeaggregatesstorageallocationsonthelnternet,
andtheexposednatureofIBPmakesIBPbyte-arrayexceptionallywelladaptedtosuchaggregations.in
thepresentcontextthekeypointaboutthedesign oftheexNodeisthatithasallowedustocreatea n
abstractionofanetworkfiletolayeroverlBP-bas edstorageinawaythatiscompletelyconsistentw ith
theexposedresourceapproach.

WeplantousetheexNodeasthebasisforasetof generictoolsforimplementingfileswitharange of

characteristics.BecausetheexNodemustprovideieroperabilitybetweenheterogeneousnodesona
diverselnternet,wehavechosennottospecifyit asalanguage-specificdatastructure,butasanalstract
datatypewithanXMLserialization.Thebasisof theexNodeisasingleallocation,representedbyan

Internetresource,whichinitiallywillbeeithera nIBPcapabilityoraURL.Otherclassesofunderl ying
storageresourcescanbeaddedforextensibilityadinteroperability.

Theimportantelementstobedevelopedarelibrariesthatimplementgenericrequirementssuchaslarge
size(throughfragmentation),fastaccess(throughaching),andreliability(throughreplication).
Applicationsrequiringthesecharacteristicsshoulitabletoobtainthemevenwithouthavingavailab le
individuallBPdepotsthatimplementthosespecificcharacteristics—simplyusingthe APIsshouldbe
sufficientifaggregateresourcesthatareavailabdforusesomewhereonthenetwork. TheexNodedata
structurewillbeabasisforinteroperabilitywith inthelogisticalnetworkingAPI,andthe XML
serializationwillbethebasisofinteroperability betweennetworknodes.

SinceourintentistousetheexNodefileabstract ioninanumberofdifferentapplications,wehave
chosentoexpresstheexNodeconcretelyasanencoithgofstorageresources(URLsorIBPcapabilities)
andassociatedmetadatainXML.IftheexNodeispl acedinadirectory,thefileitimplementscanbe
imbeddedinanamespace.ButiftheexNodeissent asamailattachment,thereneednotbeacanonical
locationforit. TheuseoftheexNodebyvarying  applicationswillprovideinteroperabilitysimilar to
beingattachedtothesamenetworkfilesystem.

TheexNodemetadatamustbecapableofexpressingtieastthefollowingrelationshipsbetweenthefil eit
implementsandthestorageresourcesthatconstitathedatacomponentofthefilesstate:

» Theportionofthefileextentimplementedbyapar ticularresource(startingoffsetandending
offsetinbytes)

» Theserviceattributesofeachconstituentstorageesource(e.g.reliabilityandperformance
metrics,duration)

» Thetotalsetofstorageresourceswhichimplementthefileandtheaggregatingfunction(e.g.
simpleunion,paritystoragescheme)

Despiteouremphasisonusinganexposed-resourcggroach,itisnaturaltohavetheexNodesupport
accesstostorageresourcesviaURLs,bothforthesakeofbackwardcompatibilityandbecausethe
Internetissoprodigiouslysuppliedwiththem.It isimportanttonote,however,thattheflexibility ofafile
implementedbytheexNodeisafunctionoftheflex ibilityoftheunderlyingstorageresources.Thevalue
ofIBPdoesnotconsistinthefactthatitisthe  onlystorageresourcethatcanbeaggregatedinanexNode,
butratherthatitisbyfarthemostflexibleand = mosteasilydeployed.

6.1 TheexNodeAPI

TheexNodeAPlisastandardinterfaceforcreating ,communicatingandmanipulatingtheexNodedata
structure.



» xnd_create xnd_destroyarestandarddatastructureconstructor/destructmperations.

= xnd_serialize xnd_deserializewrite/readthestandard XMLserializationoftheex Nodedata
structureto/fromafiledescriptor(seesection6.2).

» xnd_add_mapping xnd_delete_mappingadd/deleteamappingfromtheexNode.

= xnd_query, xnd_enum_next xnd_enum_end xnd_build_exNoderequeryoperations.
xnd_query returnstheaenumerationdatastructurerepresemgthesetofmappingswhoserange
intersectswithaspecifiedtargetrange. Theenumerationcanbetraversedusingxnd_enum_next
ordestroyedusingxnd_enum_end xnd_build_exNodecreatesanewexNodefromthesetof
mappingsthatcompriseanenumeration.

» xnd_sizeeturnstheaggregateextentofallthemappingsi nanexNode.

ThisminimalexNodeAPlcanbeextendedinanumber ofwaysthathavebeenleftoutofthisaccount
for the sake of clarity, and to keep from having to  introduce additional structure. Some of these
extensionsinclude:

» Queriescanbemuchmorecomplex,specifyingrangeefdataandtime,andreturningsetsof
storageresourceswithassociatedmetadatatodirdbeprocessofretrievingdata.

= Mappingscanbeannotatedtospecifyread-onlyorwrite-onlydata.

= AsstorageallocationsexpireorbecomeunavailablgwillbenecessarytomanagetheexNode
byfindinganddeletingmappings,andthiswillreq uireadditionalmappingmanagementcalls.

= Byassociatingamappingwithasetofstoragespecifiersandanaggregationfunction,itis
possibletomodelgroupallocationssuchasRAID-li keerrorcorrection.

» Bydefiningmetricsonthelocationorperformance orothercharacteristicsofdifferentstorage
allocationsitispossibletoinformtheuserofth eexNodewhichofmultiplealternativesto
choose.

6.2 TheexNodeXMLSerialization
ThemobilityoftheexNodeisbasedontwopremises :

1. itispossibletopopulatetheexNodeexclusivel ywithnetwork-accessiblestorageresources

2. theexNodecanbeencodedinaportablewaythat canbeinterpretedatanynodeinthenetwork
Today,XMListhestandardtoolusedtoimplementp ortableencodingofstructureddata,andsoweare
definingastandardXMLserializationoftheexNode .TheserializationisbasedontheabstractexNod e
datastructure,andsoallowseachnodeorapplicaiontodefineitsownlocaldatastructure.

7. LoFS:ThelLogisticalFileSystem

AsimplelBP-basedfilesystemthatimplementsadi rectorystructureanddatastoragecompletelywithin
IBPhasbeendeveloped[17],usingan adhocmodifiedApachewebservertoactasthetrialapp lication
thataccessesitssourcefilesthroughit.Inther ealmofthisexperiment,werestrictedupdatestocomplete
replacementofafile,allowingatomicupdatestob eimplementedthroughthedirectory.Averyinteresting
featureofthisprojectcanbeidentifiedinthepo ssibilityofhavingalocallBPdepotasdatacache ,to
improveperformance.Thepreliminarytestsresultshowagoodpotential, butmoretestsneedtobe
conductedinordertohavevalidresults.

OurApache-basedfilesystemwasaprototypeonwhichtotestthelBPimplementationandrobustness.
Atruedistributedfilesystem,builtonwide-area resources,musthaveatitscoretheabilitytodea Iwith
thecommonplaceoccurencesoffailuresandunboundimetworklatencies.Ourimplementationwillbe
basedontwocorefunctionalities:

» TheexNodeasthemainmetadatatype.

» Alog-structuredapproachtostoringdata
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TheexNodeisexplainedabove.Log-structuredfilesystems(LFS's)wereinventedinthelate80'sas a
waytoimprovetheperformanceoffilesystemwrite s[18,19].Insteadofoverwritingdatainplace,
whichresultsindiskwritesthatcanbescattered acrossthedisk,dataisappendedtologs,whichare
flushedtodisk enmasseresultinginamoreefficientuseofcontiguousd iskblocks.Thisofcourse
resultsindeaddataspreadthroughoutthefilesysem,whichmustbereclaimedbyaseparate gargabe
collectomprocess.ManyimplementationsofLFS'sdemonstrat@gimprovedoverallfilesystem
performance[20,21].

Asanunexpectedbenefit, LFS'swerefoundtohave otherdesirableproperties,suchasextremely
efficientfailurerecovery[19],theabilitytodeal smoothlywithcompressiononthestoragesubstrat¢?2],
andtheabilitytoeasesynchronizationworrieswh enreplicationisaddedtothefilesystem[23].T his
latterpropertyiswhatmakesLFS'sattractivetoL oFS.

Recently,astoragesystemcalledSwarmhasbeendeelopedattheUniversityofArizona[24],which
implementsastorageservelayer,intendedtobealayerbetweenrawornetwo rk-attachedstorage,and
filesystemclients.WithSwarm,clientsproducea ppend-onlylogsasinalLFS,whichthenbecome
stripedacrossmultiplestorageserverswithRAIDL evel5parityencodingtotoleratethelossofany
serverinthecollection.LikeinatypicalLFS,fi leupdatesresultinlogrecordswhichareappendedo
newlogs,andtheupdateddataeventuallybecomesteanedbyacleanerthread.

Thisstructurehasthebasicelementsneededtoimpementfilesystemsonthewidearea,sinceitavoi ds
thesynchronizationproblems(typicallysolvedbyholdinglocks)ofupdatingdatainplace,andthelo g-
basedstructureeasesthetaskofrebuildingstatdollowingafailure.ltisastorageservice,howe ver,and
notafull-blownfilesystembecauseitleavesissu esofnaming,sharingandsecurityuptotheclient s.The
Swarmresearchershavebuiltprototypefilesystem®rSwarmonalocalareanetwork[25].

WeplantostartwiththemethodologyofSwarmaso urbasedesignforLoFS,usingtheexNodedata
structureasthebasicmetadatablock.Beneaththsfoundation,wewilluselBPserverstoprovideth e
basicstorageservices,takingtheplaceofstandaddisksandnetworkattachedstoragedevices.Ontopof
thisfoundation,wemustincorporatethefollowing majorschanges:

1. Unlikerawandnetwork-attacheddisks,|IBPbyte arrayshavetimelimits.Asimplewayof
incorporatingthisintothefilesystemistohave anotherthread,muchlikethecleanerthread,that
refreshestimelimits,andifthatisnotpossible, copiesthedatatoanotherIBPbytearray.

2. Manyfilesystemsimplementstripingand/orrepl icationforperformanceimprovementsonmore
tightlycouplednetworksthanthewidearea.Onth ewidearea,cache-basedreplication,and
logisticallyscheduledreplication(asisperformednarudimentaryfashionbylBPMail)willbea
necessity,andwillhavetobeincorporatedintoLo FS.

3. Assuch,filesinLoFSwillconsistofreplicate  dblocks,andcodingblocks(likeparityblocksin
RAID)thatenableclientstorebuildfileblockswh entheyareunavailable. Thecodingwillbe
basedonReed-Solomoncoding[26],whichallowsforasystemtoprovide$m$codingblocksfor
nblocksofdata,andthentotoleratethefailureo f{\emany} mblocks(note,RAIDLevel5
parityisequivalenttoReed-Solomoncodingwith mequaltol).

Oncethesechangesareinplace,wemayexperimentviththeuseoftime-limitedIBPstorageonthe
wide-areaasthebasisforanetwork-widefilesyst em.

8. RelatedWork

IBPoccupiesanarchitecturalnichesimilartothatofnetworkfilesystemssuchasAFS[1]JandNetwor k
AttachedStorageappliances[27],butitsmodelof storageismoreprimitive,makingitsimilarinsom e
waystoStorageAreaNetworking(SAN)technologiesdevelopedforlocalnetworks.IntheGrid
community,projectssuchasGASS[28]andtheSDSC StorageResourceBroker[29]arefilesystem
overlaysthatimplementauniformfileaccessinterfaceandalsoimposeuniformdirectory,authenticaion
andaccesscontrolframeworksontheirusers.
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9. Conclusions

Validationoftheclaimedscalabilityofthelogist icalmodeloffilesystemdesignbasedonIBPrequi resa
researchprogrambasedonimplementationandextein&experimentationandexperiencethrough
deployment.Forthisreason,wearecommitedtoan aggressivescheduleofcoderelease,andallreleaed
codecanbefreelydownloadedfromourprojectwebsite http://icl.cs.utk.edu/ibp .Today,
thedepotsoftwarerunsonavarietyofUnix-based operatingsystemsandtheWin32platformandthe
clientlibraryrunsontheseplatformsaswellasJ ava.Portingtoothersystemsisbeingpursuedas
interestedusercommunitiesorinterestingexperimdalopportunitiesareidentified. Thetestsuite and
IBPapplication-buildingtoolsarealsoavailable.AspecificationoftheexNodeserializationanda
preliminaryversionoftheexNodelibraryarescheduledforreleasebeforepublicationofthispaper. The
L-BoneisaserviceavailabletoanylBPdepotadmi nistrator,andtheLogisticalFileSystemiscurrently
underdevelopment,andthedesignofcontentdistrbutionsystemsbasedonIBPisbeingstudied.

Anunderlyingthesisofourresearchprograminthe confluenceofnetworkingandstoragetechnologiess
thatcommunity-basedresourcesharingisoneofthemportantfactorsthatdistinguishesthelnternetfrom
othercommunicationnetworks.Informulatingthel nternetBackplaneProtocolasacommonmechanism
forthesharingofstorageresources,wearemakingaconsciousattempttoemulatekeyaspectsoflP
networkingwhilegeneralizingthemtoanewdomain. Whilethechallengesareconsiderable,andsuccess
isfarfromguaranteed,thepotentialrewardisan ewphaseinthelnternetrevolutioninvolvingnotj ust
end-to-endcommunicationbutalsothemanagementaistributedstaterangingfromcommunication
bufferstodistributedfileswiththemyriadpolici esandalgorithmsusedbydistributedapplicationsofall
sortsappliedtoacommonunderlyinginfrastructureTheultimategoalisnotsimplytoenabledistrib  uted
filesystemstoscaleacrossadministrativedomainsthemanneroftheWeb,buttoachieveasimilar
levelofdeployabilityfordistributedsystemsofa llsorts,ultimatelyintegratingdistributedcomputational
resources(processcycles)tocreateal ogistical@mputingandinternetworkinginfrastructure
provisionedwiththefundamentaltroikaofdistribu tedresources:bandwidth,storageandcomputation.
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