laralleerheadOvPlankS.ScienceComputerennesseeT37996TNk.eduplank@cs.utriedmanFMathematicsofbiaColumCanada172c.edujf@math.ubLiKaiScienceComputeryersit08544NJduton.e19945,CS-94-243ortScienceComputerennesseeT37996TNi sDeviceerheadOvPlankS.� JamesDeviceandmy rieFLiKaiz elJoAbstract alMinimpar-indisk-andthe isN systems ngap-yre-but"ksumarbitraryonefailure.deviceervof failurem the fromwithdevicesexactly ofm addition theThedevices.des,coof generalizationN a as1-+.yalgo-thisofeci�cationoTeci-spdingcothatwnpractical.and1 general,t,ductiontroforaroundBer68[PW72,MS77,h-tecstorageeout-andde-error-correctingcameIten-Inexpin-small,storage� u,Science37996.TNy lexvilcaer-UnivCanada.172,z V6TBCu,Science08544.NJwloPGK88[Gib92,hniquetecnet-andband-andVW93CLHO93,k-hecre-videPL94[]. disksofcalledis\ thisN for hniqueWith "N . ye�-canstore reliablyk Npar-inon allelN data ofhwhicholds of hk eac devices,�rst TheN ytes. bytesbdecoIts others:k the ofcalculatedare(XOR orandothers,the ofN one ycanithe asXOR d reconstructeremaining theN of ede- bfails,itsisanddevice,extra onewrite storage extraer pwrite eration opsin-ycannotitfailure.ultaneousextendtothe osed propN een bfailedtipleGibson devices.al etGHK[+ ulm89 erveralsevthestoredevices.storagethe partitionN to isdata dmethooneuseerveryvarrangetheyaallotisThis2N thisofor dN metho examplede-othreearbitraryC4).andv-recofrom erym wrequiresgroup1 2d with- oleranceTyparitmN aultFm 2-site� viding1 Prom \m called- isandthestoresofym paritN case,ester vmN recocanm system� the1 bm (forfailuresiner,only erm v recofail- cansystemAlthough ures.N the case,requiredsmorefarthan require theym ding, coarbi-fromtrary ery vm reco thethat statem authors- Thefailures.of aluesm vforGHK[+ threethan89 greaterunreasonable]. isyevcalled algorithmevenodd anusesh-deviceoksumhecBBBM94[algo-tTheyfailures.toleratetoell.wtol-fory anm of failurethewithexactly ofm addition devicesehievapplyingyell-wev-uniMS77[vL82,Wig88,alsoarevide prom to- hanismmecexactly ofm additiontheGib92[BM93,BBBM94,]. devicesksumofusenotistherewledge,Reed-usedevicetiplepro-toerprogrammerpapyreliabilitfailures.devicealgo-thisk-hecaofokups,loer-opothbDECathisthaty-basedparitap-systemfrom erym v-device recoforwith failuresm er, vwhere devicesm ksum this4,wn.eci ande bN there Letdevices, 1 ; 2 ; ..; . , holds hk whic of\Datatheadd em w thesedevices1 ; 2 ; ..; . m holds alsok h whicytes.bcon-Thefromcalculatedde-toh i y anm if thatof h1 ; 2 ; ..; . ; 1 ; 2 ; ..; . m con-thefromeddevices.non-failedthatisan ofewn,doThiswn.an toor errfail-deviceincor-retrievingybd-coPW72[Wig88,]. ingedded2 k-hecdevice i function i Fig-.al-ourcall for )N 9=and m dingcodevices 1 and 2 ybfunctions 1 and 2 cleariscomplicatedmoredevicesksum1.FigureinthewithAlgorithmRSerpapto or s sizeTheis bits, d-cofunctions i onerateewof consistingN as problemordswd dataour1 viewcan; us th..dand m ords wc ksumhec1 c; ..c;m .hwhicyay anm of losstolerated.eord wc ksumheci cak-hecdevice i function i cor-thedevices:datac alloni ordsw= data i ( d 1 d;2 ; ..d) : device from datedd upto d 0 ord wc ksumheci chrecomputedefunction i; that:hc suc0 i = i; ( d d;0 c;i ) : ordsWto upm When tothereconstructde-datavice failed therestoreords wd todevices.non-failedfailedydevices i with i . ose suppm example, orde-cane scribN e wisTheredevice 1 oneof(i.e. ordwc ksumhec1 ch(XOR yords:wc datathe1 of)= parit 1 ( d 1 ; ..d= )d 1 d 2 .d : device from hangesd cto d 0 , then c 1 olditsords:wc datao0 wt1 theand= alue 1 ; ( d d;0 c;1 = )c 1 d d 0 : device ad Iftheasdevices:remainingd theofi yparit= restored ed by1 ma.d � 1 d +1 .d c 1 : oneyfailure.devicews.folloen givN are eords wd dataW1 asde�nedd;2 isproblem; our restate,..dofallsize functions and ewordswc ksumhec1 cthec;2 ntai; main and..c;m .calculaterecon-toupwhento device datam lost yrecon-arerecomputedeand sys-tirereconstructed.is3 the rithm algorithm:RScalculatetoGaussianofofusede-isw:- function i -biords:wc datathei ofnation= com i ( d 1 d;2 ; ..d=1 d i; k-hecectors and func-thetions and i matrix ofstateequation:= : de�ne the em b N matrix:i; = i � 1 ecomes:ords wd datato hangesd c0 then,ashangedtheoutoondsd correspfor td amounrequired0 theus,i; ws:folloc asde�ned0 isi = i; ( d d;0 c;i = )c i + i; ( d 0 d ) : ksumheciter,w).ma-thetrix de�ne ector ws: [and[equationwing( = ): vinghamatrix theofector ybfrom from resultsWhatmatrix 0 ector 0 adherethatequation:0 = 0 : exactly osem Supp Then 0 a isN N matrix aeof subsetN ery evofwsmatrix ro t.endenmatrix 0 thetheof from 0 = 0 using candevicesered.vof ofaluesfailed i from shouldIthan erm few ifsys-theosinghoy anN c manner,of 0 na-Elimioferto upm failures. devicethethatbinaryarelength evtheallew�xed-thesethesewith4 te-in2This es ot or divisionasexample,(for(3 ts Gaus-theIn-cases.cationplia el than moreN with + m PW72[]. tselemen2called alo s el s (denoted (2 intopicHer75[MS77,vL82,thisofsub-addition,ervdescriptionageneral.indescriptiondetailedtheforsection.thisof (2 fromtegers2yblength Ap-inisFieldprim-adegree er er,evtoinals.olynomiof (2 ) e-or.exclusivin (16): 1011 12: =110011 = 1011 12: =1100complex.morelengthof2 hrealforers:flo toteger2.) filo thattabletheinField.Galoisele-oof (2 thenandduct.prothesubtractThisC:in-theteger logerseof v dmo(2 Ap-inA).endixpDivisionander (2 ) zerotreatis . non-zeroyforwingusingtstables.logarithmonce ishosed,for (2 al-Theloga-ersey A.endixfor in(16)1:i 1 2 � 1 2 1 1 2 12 11 i 1 11 12 1 1 1 1 1 11 12 1 1 1 1 1 for (16) in (16): 3 7 = filo = filo 9=13 10 = filo = filo 11=5 13 10 = filo = filo 3=3 7 = filo = filo 14=requiresdivisionowtableersedulomoewconditionalaaddition.ed en GivN and devicesm data thedevices,uptoto t fault-toleranm them makingws.follo1. asisof 2N + m It.ose or ordswthatNotewith oundaries. 16, =N + m 65; as large536. ase2. bcantables flo and filo de-asA.endix3. Appinmatrix the em b N ander-Vmatrix: i; = i � 1 1 m; 1 N er(2 ). 4. matrix ntaithefromadditionaller (2 ). 5. to upm devices ofthenfail,man-ngy anN ose Chodevices,remainingmatrix 0 ector 0 for in 0 = 0 ebrestored,arerecalcu-ematrix . An am le devicesdataoneholdsThen yte.N megab hand 3,m = whicose2N + m ewillustratetoon.plicatiup flo and filo inasconstruct 3 ndeandermoer (16): = 1 2 3 1 1 2 1 3 2 1 2 2 2 3 2 = 1 1 1 1 2 3 1 4 5 ksumhecusing = theoseof 1 of 2 and13,of use calculatetoof 1 ; 2 and : 1 = (1)(3) (1)(13) (1)(9) = 3 13 9 = 0011 1101 72 = (1)(3) (2)(13) (3)(9) = 3 9 8 = 0011 1001 2= (1)(3) (4)(13) (5)(9) = 3 1 11 = 0011 0001 9=hange 2 Then 2 sends (1 (0001 heacrecom-toksum:1 = 7 0111 112 = 2 2 0010 9= 9 9 1001 12=devices 2 , and are of and corre- to 1 , 2 and get 0 = : 1 0 0 1 1 1 1 2 3 = 3 11 9 ert 0 equation: 0 ) � 1 0 or:= 1 0 0 2 3 1 3 2 1 3 11 9 : 6 get:2 (2)(3) (3)(11) 6 14 1(3)(3) (2)(11) 5 5 9=then:(1)(3) (4)(1) 3 4 12=ered.Anal sis computingofv-recoortrepresults.mea-usuallythe ate e alt RSthemain-ofde-datasys-atolerating temm for yis faultsm enalt pksumhecGibson yet btedal presen sGHK[+ yenalt89 pdateas],al-Theheacdate.upofordfrom hangedd c isto device datad aw0 awhendi�erencethe(d calculated d 0 the tom tsenh whicXOR devices, ksumwithdi�erencecon-orddatatheerformedpof hm eac ydevices.ksum.rlyfrom ordd w ato hanges cd devicedata0 aWhen, similaceed(d calculated d 0 tsenthe tom and ),deviceksumcon-ai; awithordwtheatoneandof hm eacyisding.yin-istedenThedevices.ulates emN de cotstenof tsm ten condevices.ksumalgo-RSof isthatof tableslogarithmh).eac(128KDe-ksumAlphaDECofeedof aluesN v yand man form ding coAlphaDECthetsding coN of eedof hm eaconer (2 1 ). �rstThefor linem the isWhen 1.m = notice= toresulto tN alen equiv.yusingdingt straighXOR coerform pXOR can Alpha64onextremelyis7 fast. eragevoth bN on endsand dep dingm coisThisde-ksumvice hec i dataadevice for and i; cationpliIn-ksum.an onlyXOR stead, hectheus,when erN w sloand gets dingm co ofbig-gethasmatrixone.ofjustisroughlyist straighXOR with, dingco-ultiaddi-oytitneedonlyas flo i; ebshoulddingngtigreaterateeds.spdingcoforceduresof i; when i; one,isWhen i; yan2than1 bitsimple2than1 iedultiplan yXOR barsimilof i; . un-toh i; za-optimiev�xed ha thatN systems designingand for reasonablem isop-anops.locationpliarehardwPW72[cessorproeedspaoferation.op1 yarithm problem C 94 . o for 2 nif- , in theuse.erform-pequation 0 = 0 0 ) � 1 tstenascalculatedin 0 us,Thn,natioleast atN Since m wsroof 0 tionEliminaes ( m 2 N datathees takN devices ofand onsN plicati ultiXOR merperpthan largerm huc2 me, btoofpart.eryveryvclaims.thesetimeeragewith systemN a indata devicefailedand devicesm a erand devices,m ksum hecfailures. cvhEacGaus-fulltionEliminaiseconds.millv-recodevices,dataes takN h whicXOR theand ’sN of tsjust(orN cations tipliXOR ulcase them in ’sthein8 device.restoredofalgorithmsGibson y-based paritalisalgorithmFirst,ld:con-theof tsN ten esas,toosedm oppN for m Second,.cationplierations.optfrequenaddedyde-toeryvcomplex-extrakhecdevices. cConclusion thefromof failurem er vad-thedevices,ksumexactly hec cm ofervthe o tm enrequireshmN whicdm metho� y1 paritm devices.ksummorebitstraighcomput-d,anokups,anderationan op duloXOR mo athewhereasan onlyXOR require dser-operi-expandsmallpractical.isstor-parallelde-tiplearedeviceslargeincludes-ulticomsys-tingtems. oinAc tsenothBoortedsuppN00014-91-J-tractsDivi-Systemssion. ercomputerseference[BBBM94] andk,opti-AndiskdoubleInst al ter at o al os o o ter r te t e1994.April[Ber68] IL,Chicago,amp. l e o e or New 1968.ork,[BM93] DiskMenon.Inr ter at o al os o a lt t o t 441, 1993.JuneVW93][CLn,aparal-AIPIn t ter a t o al os o o ter r te t e1993.,[CW94] rMaxi-eng.se-registerandterslogarithms. s a t o o ters 1994.ear,[GHK appto+ ,89] M.R.atter-PforhniquesIn r ter at o al o r te t al ort or o a a ste s MA,Boston,1989.April[Gib92] 132,Gibson. e a t s r s el a le lel e o ar tor a e Mas-e,1992.usetts,9 [Her75] Herstein. o s l e e o t o . Publishing,College1975.usetts,[HO93] hMassacOusterhout.K.system.ste s e e 43, 1993.er[MS77] bDecemSloane.e o e t o es art Com-PublishingNew Oxford,ork,1977. [PGK88] H.R.ofysIn o a a e e ata , 1988.June[PL94] 116,k-hecwith tingN oin pInt ter at o al os o a lt t o t 297, 1994.June[PW72] ,eldon,WJr. J. or e t o es e o t o dge,bri1972.usetts,[vL82] hMassact. o t o to o New ork, 1982. 88][WigWiggert. o es or or o oltra at o House,h1988.usetts,A endi A as A Algorithmthisalgebra,ofoferHer75[MS77,vL82,esdotheallalgo-thisinforma-enoughtodesiringtuitionin.theoryA underlying el ( of un-closedel-eryersevica-tipl�eld ebset 0 ; 1 andaddition(i.e.2is additionXOR duloera-optor bit if thener,�eld ( set0 ; 1 ; ..; . 1 cationtiplidulo . ose Thenprime.set 0 ; 1 ; ..; . 1 -uldulo is ael let set0 ; 1 ; 2 ; 3 -ulhas2no 0 ; 1 ; 2 ; 3 dmoe a ot er-psize 1 2In-.Fields.Galoisolyno-pof in This(2).if ( = and( = then ( + ( ecause+ 0: =d-mo:yIf tit ( d( = ( then ( aisthan ( ), and ( = ( ) ( + ( where ( is)of . 10 if ( = 2 + and ( =2 then ( d( = 1.+Let ( a r t e degree in that( l a e ator erof (2 seeow generates (2 tselemenand theumeratey and dulo ( degree . 2ts lastthey d( 1.equalose and ( = 2 + umerate threetheand with 2 d ( = ts:0 ; 1 ; ; d ( = 2 + d ( theendingeration.um�eld (2 a�ndingl ( degree er (2), oly-pgenerator �eldthis-ultica-tiplidulo ( �eldawritten (2 = (2)[ ] ( ). use (2 ewof (2 binarytosize Let ( in(2 map ( ordsize the of co-theof i in ( in =(2)[ ] 2 + table:1 1 1 1 2 111 of (2 er-paisbinarythetheplydulo ( an-theinted,ta-logarithmafromt er that a-equivto the flo toreferredoneander t . 2no that ofconsistslog-discrete21 alsolynomidulo ( atosamethein-subtractedwhere 0=ti-ulestakaddition.rer (2 ), tables flo and filo . al ( ) degree er (2 cansBer68[, descoPW72 correctingerrortoupw::+ 1:+ + + 2 1:1 + 12 + + 1:2 + 22 + 2 + 1:+ + + 1+t u-ener (2 yby thetakingdulo ( welofor b where ( = + 1.+ebthe flo and filo inystowfor 16:=11 1 1 1 1 2 1 1 111 + 11 + 11 12 + 11 11 11 11 1 + 1 1 1 + 1111 + + 111 1 + + 11111 1 + 111 1 1 11 1 1 1 1 of (16) ta-logarithmof (2 1 ) 12